OPenEye® The Cloud Video Platform

ADDING CARDHOLDERS TO AN ALERT RULE

CREATE A NEW DOOR ACCESS ALERT RULE

To set up Alerts, select the Alerts option, and then Alert Rules.
1. In Alert Rules select Add New Rule.

Active Alerts

Alert History

Alert Rules

2. Select Door Access and click Next.

[! Door Access Creates an alert when an door access granted / denied event is received.

3. Enter a Name and Description, then click Add.

ADD CARDHOLDERS TO AN ALERT RULE

Click Rule Definition on the navigation sidebar.

1. Choose Include all cardholders or Select specific cardholders.

Alert Rules > Door Access

g Rule Definition RULE DEFINITION
&, Users / Notifications
A General Info Access Denied Al Event Types

Access Granted Granied

WITH THESE USERS

© include all cardhoiders @ Select specific cardholders

WITH THESE READERS

© includealireaders (@ Select specific readers

DURING THIS TIME

The start and end times are applied to each day individually. Times set are based on local time of the recorder.

12:00 AM | 12:00 AM VvV NVEVY VYN

Intrusion Area Armed

Armed and Disarmed

Note If Select specific cardholders is chosen, alerts for Access Granted and Access Denied
events are only generated by the users listed in Rule Definitions.

2. To add specific cardholders, click R
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3. After adding users, click Select.

Select Users

Not Selected Q Selected

Last Name First ll.:;me Last Name
WILL BROWN

KROGH

(0]

CARD

BRESEE

cop

Alert Rules > Door Access

03 Rule Definiion RULE DEFINITION
& Users / Notifications
A General Info Access Denied All Event Types

Access Granted Granied

WITH THESE USERS

@ include all cardhoiders Q) Select specific cardholders

o ER

First Name Middle Name Last Name Employee ID
AARON KROGH
ADAM BRESEE

IAN SIEMER

WITH THESE READERS

© include alireaders @ Select specific readers

Rules can further be defined by Event Group and Type, all or specific readers, time, and area. After the rule is defined, click I:l .
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ADD USERS TO AN ALERT RULE

3.

Note

Adding Users to a rule will not automatically grant them permission to view alerts for
cameras and recorders they have access to. Users need to have permission in the

User Group rule ‘View Alerts’. Check the permission under Settings > User Groups > [User
Group Name] Edit > Web Services Permissions > Alerts > View Alerts.

Click Users / Notifications on the navigation sidebar.

1. Click Add User or Add Group.

2. Check the box next to each User or User Group who will receive emails and/or push notifications when the alert is triggered.
Alert Rules » Front Deer
22 Rule Definition Seconds to wait before sending additional notifications
[ Readers
= Users / Notifications 12 = Maximum number of notifications that can be sent per hour
A General Info
this Alert Rule will allow the user to view them. Select which types of notifications users will receive by
Email Push Client
User / Group Name Alert Alert Alert
v v v
Hal Harth allgarth@openeye.net v v v
Click Add when finished.

Note

To receive email alerts, push alerts or client alerts, Email Alert, Push Alert or Client Alert

boxes must be checked. Simply adding a user only gives them access to see this
alert's history.
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ALERT HISTORY

In OWS, select Alerts > Alert History. In Alert History, all Alert events created by associated recorders that have rules assigned.

ALERTS

Active Aleris
Alert History

Alert Rules

APPLY ACCESS / INTRUSION USER FILTER

1. Click for the Filters dropdown.

Alert History

Group by Alert Type  Group by Recorder

Date Range

05/01/2021 o 06/01/2021

Recorder Time

Recorder Time

Acknowledgement State

Alert Sey
@ showmy AlertRules €  Show all Alert Rules lert Severity

Access | Intrusion User

2. Select or enter the User Name of a cardholder.

Access / Intrusii

OKERT CARD
REMOTE USER
RICH SALVATI
RICK SHEPPARD
ROWENAPETERS
RYAN CHAN CARD

3. From the filtered list, click View on an alert to see Alert Details.

openEye. WEB CONNECT MANAGEMENT ALERTS REPORTS VIDEO

Alert History

i Recorder Name Recorder ID Alert Created Last Updated Duration Details

H Site #193 - Va.. 193-01 Door Access Access Gra... 07/15/2020 12:45:... 07/15/2020 12:45:.

i Site #193 - Va... 193-01 Door Access Access Gra... 07/15/2020 12:45:.... 07/15/2020 12:45:.
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ALERT DETAILS

Alert Details provides a full screen image and lists information on the event including the cardholder name. The Acknowledgment
State can be changed, Notes can be added, and Related Events can also be viewed in Alert Details.

Alert History - Access Granted

Event Ty
Access Granted e

This alert indicates that a user was granted access to an area after providing valid credentials. Event Start
< Fiibl, 01/26/2021 03:38:35PM PST (Recorder Time)

Last Updated
01/26/2021 03:38:35PM PST (Recorder Time)

- oy Alert Created
< = 01/26/2021 03:38:35PM PST (Recorder Time)
! )

Camera i

South Door Outside

Door

DMP 12345/ 15 - SOUTH DEV ACCESS DOOR

Usemame
TIM BYBEE CARD

User ID
1021

Recorder

Recorder ID
193-01

Account
(Madson Headquarters) - (Dynamic)

Account ID
DYNAMIC

Alert Type
# NoTICE

Alert Rule

Alert Acknowledgements
Acknowledgement State

Open (Not Ackny

cumen
tion but

OpenEyea Ef)beenrfﬁ;(e; WA, USA 99019

The Cloud Video Platform 1.888.542.1103 e 37686AA



